NHOOPMALIMOHHASA ITAMATKA
JJIA OBYHAIOIUXCA 1JIA PASMEIIEHUSA
HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOAOM MOJIOJICKH B HWHTEPHETE CTAHOBUTHCSA OONbBIIE, a MIKOJRHUKA OJIHU M3 CaMBIX
aKTUBHBIX MoJib30Baresied Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEN, HHTEPHET
HECET U MPOoOJIeMbl. DTa MaMsATKa JOJKHA TOMOYb Tebe Oe30MacHO HAXOAUTHCS B CETH.

KomnbrorepHbie BHpPYChI

KoMmnbloTepHblli  BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOTrpaMM, OTJIMYUTEIBHOMN
0COOCHHOCTBIO KOTOPOM SIBJIIETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO. B TomoigHeHne K 3TOMy, BUPYCHI MOTYT
MOBPEANUTH WM TOJTHOCTBIO YHUUYTOXHUTD BCe (hailsibl U JaHHBIE, TOAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU
KOTOpOro Oblla 3amylieHa 3apaKeHHas MporpaMMa, a TakKe IOBPEAUTh WIH JaKe YHUUYTOXKHUTD
OTIEPALMOHHYIO CUCTEMY CO BCceMH (ailiaMu B 11eJI0M. B OONBIIMHCTBE CIy4aeB pacipoCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

Mertozp! 3aIUTHI OT BPEJOHOCHBIX IIPOrPAMM:

1. Mcnonb3yil COBpEMEHHBIE OINEPAIMOHHBIE CHUCTEMBI, UMEIOIIUE CEPhE3HbIA YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX MPOrPAMM;

2. TlocrosHHO ycTraHaBnuBai mayTd  (OUGPOBBIE  3aIUIaTKH, KOTOPHIE  aBTOMATHYECKHU
YCTaHABJIMBAIOTCS C IIENBI0 JOPaOOTKH MPOrpaMMbl) U IpYrHe OOHOBJIEHUS CBOEH ONEpPallMOHHON CHCTEMBI.
CkaumBaifi WX TOJBKO ¢ odunuambHOro caira paspadorunka OC. Eciam cymecTtByeT pexum
aBTOMATHYECKOT0 OOHOBJIEHHS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE IOJ TpaBaMHU IOJbH30BaTENs, a HE aJMUHUCTpaTopa. JTO HE
MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. MHcnonb3ylli aHTUBUPYCHBIE NIPOIPaMMHBIE IPOJIYKTHl HW3BECTHBIX IPOU3BOIUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannypb HpU3HYECKHid JOCTYN K KOMITBIOTEPY JUIsl IOCTOPOHHHUX JIHII;

6. Mcnonp3yii BHEIIHWE HOCUTENTW WH(OpMAIMU, Takue Kak Quielika, TUCK Wiu (aiil U3 MHTEPHETA,
TOJIBKO U3 MMPOBCPCHHLIX HCTOYHUKOB;

7. He oTKpbIBaii KOMITbIOTEPHBIC (haiiiIbl, MOTYyYEHHBIE U3 HEHAJS)KHBIX UCTOYHUKOB. Jlaxe Te ¢aiiibl,
KOTOpBIE MPHCIIall TBOW 3HAKOMBIH. Jlydllle yTouHU y HEro, OTIIPABIIsI JIH OH TeOe UX.

Cern WI-FI

Wi-Fi - 970 He BUA mepeaaun JaHHBIX, HE TEXHOJOTHS, a BCETo JHIb OpeH, mapka. Eme B 1991 rony
HUJIepJIaHIcKass KoMmmaHus 3apeructpuponana opera "WECA", uto o6o3Hauano cinoBocoueranue "Wireless
Fidelity", koTopslif mepeBoaAnTCS Kak "OecrpoBOIHAS TOYHOCTD".

Jlo Hamero BpeMeHH Jomuia apyras abOpeBuarypa, KOTOpas sSBISETCS TaKOW K€ TEXHOJOTHEH. DTO
ab0peBmarypa "Wi-Fi". Takoe Ha3BaHue OBbLIO JTaHO C HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBojie 03HayaeT "BhICOKAst TOYHOCTH'".

Jla, GecrimaTHBIM HHTEPHET-I0CTYI B Kade, OTENAX U a3poIopTax SBISETCA OTIMYHON BO3MOXKHOCTBIO
BbIXOJa B HHTEpHET. HO MHOrmWe SKCHepTHl CUMTAIOT, 4TO obOmmenocTymHble Wi-Fi cetn He SBISIOTCS
0€30IaCHBIMU.



CoBetsl 110 0€30MmacHOCTH PabOThI B OOIIEAOCTYIHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro nuuHyro uHpopmanmio yepe3 obmienoctynubie Wi-Fi cetn. PabGoras B HuX,
KeIaTeIbHO He BBOAMTH MAPOJIH JIOCTYIIA, IOTHHBI i KAKKE-TO HOMEPa;

2. Wcnionb3yil 1 OOHOBISH aHTUBHPYCHBIE TIporpaMMbl U Opanamayep. TeM caMbIM Thl 00€301MacHIlb
ce0s OT 3aKa4yKH BUpYca Ha TBOE YCTPOICTBO;

3. ITpu ucnonw3oBanun Wi-Fi otkmoun ¢pynkuuto "O0mwmii noctyn k ¢aitniam u npuntepam". Jlannas
GYHKIMS 3aKpbITa MO0 YMOJYAHHIO, OJHAKO HEKOTOPBIC MOJIb30BaTEIM AKTUBUPYIOT €€ I yaoOcTBa
UCIOJIb30BaHUs B paboTe nin yuede;

4. He ucnons3yit myomuunbii WI-FI mist mepemaun JWYHBIX NaHHBIX, HAMpUMEp U1 BBIXOJA B
COLIMAJIbHBIEC CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Ucnonp3yit Tonapko 3amuiienHoe coenunenue depes HTTPS, a ue HTTP, T.e. mpu HaGope BeO-
anpeca BBonu umeHHo "https://";

6. B moOunmbHOM Tenedone ortkmoun ¢yHkumio "lTlogkmouenne k' Wi-Fi aBromatnuecku". He
JOMyCKall aBTOMaTHYECKOTO MOJIKIIIOYEHHUs YCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

CounajnHble ceTH

COI_[I/IaJ'IBHBIe CCTU AKTUBHO BXOJAT B HAILY )KU3Hb, MHOTUC JIFOAU pa60Ta10T " XXUBYT TaM MNOCTOSAHHO,
a B Facebook yxke 3aperucTpupoBaH MUJUIHAP], YEIOBEK, YTO SIBJIACTCS OJHOW CEIbMOW BCEX KUTEICH
IaHeTel. MHOTHE II0ONB30BATEIN HE IHOHUMAIOT, 4YTO I/IHq)OpMaI_II/ISI, pasMCIICHHAd HMMU B COLHUAJIBHBIX
CeTsIX, MOXKEeT ObIThb HalJeHa W MCIOJb30BaHA KEM YTOAHO, B TOM 4HCJIE He 00s3aTeabHO ¢ OIaruMu
HaMCPCHUSAMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIUAIBHBIX CETAX:
1. Orpannds ciucok apy3eil. Y 1e0s B Ipy3bsAX HE TOJKHO ObITh CITydaifHBIX U HE3HAKOMBIX JIIOJICH;

2. 3amumiail CBOO YacTHYIO ku3Hb. He yka3wiBail maposu, TenedoHsl, aapeca, JaTy TBOETO POXKICHUS
U JIPYTYIO JUYHYI0 HHPOPMALKIO. 3II0yMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh Jake HH(OPMAIMIO O TOM, Kak
ThI U TBOU POJUTENH MJIAHUPYETE IPOBECTU KAHUKYIIBI;

3. 3ammumiail cBOI pemyTaluio - JepKHU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN OBl ThI, YTOOBI
Apyrue TMOJIb30BaTEeNIM BHIEIH, YTO Thl 3arpyxkaemb? [lomymali, mpexkae 4eM dYTO-TO OITyOJMKOBATH,

HaIlUCaTh U 3arPy3UTh;

4. Ecnu Tl TOBOpHUIIB C JIFOJBMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE PEALHOE UMS U JAPYTYIO
JUYHYI0 HH(POPMAIIMU: UMsI, MECTO JKUTEILCTBA, MECTO Y4eObl U Ipoyee;

5. U36eraii pazmenienust gororpaduit B MIaTEpHETE, e THI N300paKeH HA MECTHOCTH, MO KOTOPOH
MOJKHO OIPENETUTh TBOE MECTOMOJIOKEHHUE;

6. [Ipu perucrparyy B COIMAIBHON CETH HEOOXOANMO UCTIONB30BATh CI0KHBIE TTAPOJIH, COCTOSIINE U3
OyKB U (P U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;

7. Anst coruanbHOM CETH, TIOYTHI U IPYTUX CAalTOB HEOOXOAMMO MCIOJb30BaTh pa3Hble mapoiu. Tormaa
cClin T€6$I B3JIOMAarOT, TO 3HOyMBIH_UI€HHI/IKI/I HOJIY‘-IaT ,Z[OCTyH TOJIBKO K OI[HOMy MeCTy, a HEC BO BCC cpa3y

JIeKTPOHHbBIE IeHbI' |

DJEeKTPOHHBIE JCHBI'H - 3TO OYEHb YIOOHBIA CIOCOO MiaTeXei, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IOJIYYUTh ITU ACHBIH.



OJEeKTPOHHBIE IEHbI'M MOSBUIINCH COBCEM HEJJaBHO M MIMEHHO M3-32 3TOI0 BO MHOTUX IOCyJapcTBax J0
CHX IIOp HE MPOMKMCAHO NPO HUX B 3aKOHAX.

B Poccum xe oHM (YHKIIMOHHPYIOT W O HHX YK€ NPOMHCAHO B 3aKOHE, TJI€ WX Pa3JeisiioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeniaeTcsi MPOBOAUTH orepanuu 0e3 uAeHTU(GUKAIIUN TT0JIH30BATENs, @ B HEAHOHUMHBIX UICHTU(DUKAIUS
[I0JIb30BATEIS SIBISCTCS 00s3aTCIbHOM.

Taxxe creayer pa3iauyaTh 3JEKTPOHHbIE (pUATHBIE EHbI'M (PaBHBI TOCYJApPCTBEHHBIM BallOTaMm) U
ANEKTPOHHBIC HEUATHBIE ICHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI padoTe C 3IEKTPOHHBIMH IEHbIAMU:

1. IlpuBsxu K cueTy MOOWIBHBINA TeneoH. ITO caMblil yIOOHBINH M OBICTpPBIM CITOCOO BOCCTaHOBHTH
OCTYI K cuety. [IpuBs3anHbIil TenedoH MOMOXKET, €Clii 3a0yAeIIb CBOM IUIATEeKHBIN MapoJib WA 3l 1eTh
Ha CalT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonp3yit omHopa3oBbie mapoiu. [locie mepexona Ha YCHJIICHHYIO aBTOpPH3AIMIO TeOe yxKe He
OyZeT yrpokaTh OMAaCHOCTh KPAXKU WM TIEpexBaTa IIIATEKHOTO TapoJis;

3. BriGepu cioxxHbIit maposib. [Ipectymaukam OyaeT He TPOCTO yrajaaTh CIOXKHBIN maposib. HanexHbie
MapoJH - ATO MAPOJIH, KOTOPHIE COJEPIKAT HE MEHEe 8 3HAKOB U BKIIOYAIOT B CEOSI CTPOYHBIE U MPOIMHICHBIE
OyKkBbI, IU(PHI U HECKOJIBKO CHMBOJIOB, TaKH€ KaK 3HAK JoJulapa, (yHTa, BOCKJIMILATEIbHBINA 3HAK WU T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.
DJIeKTPOHHAS MOYTAa

DJIEKTPOHHAs MOYTA - ATO TEXHOJIOTHS U MPEJOCTABISIEMBIE €0 YCIYTU IO MEPECHUIKE U MOIYYECHHUIO
ANEKTPOHHBIX COOOMICHUN, KOTOPBIE PACHPEICNSIOTCS B KOMIBIOTEpHOUW ceTh. OOBIYHO 3IEKTPOHHBIH
MOYTOBBIA ALK BBITTIAUT CIAEAYIOUUM 0O0pa3oM: HMsI_IOJIb30BaTeNsI(@uMs_JoMeHa. Takke Kpome
nepeayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTh IEePEeIaBaTh (Dauibl.

OCHOBHBIE COBETHI 110 6€30TaCHON pabOTe C ITCKTPOHHOM MTOYTOM:

1. Hanmo BbIOpaTh NpaBUIIBHBIN MOYTOBBIN CepBHUC. B MHTepHETE €CTh OrpOMHBIN BHIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIA B PCUTHHTE;

2. He yka3piBaili B JW4HOH TmouTe Ju4yHyl0 wuH(popmanuio. Hampumep, myume BbIOpaTh
"My3bIKaNIbHBINA _(haHaT@" nam "pok2013" BmecTo "Temal3";

3. Hcnonp3yll IBYX3TallHyI0 aBTOPU3ALMIO. DJTO KOIJa IMOMHMO Mapojii HY)XHO BBOJIUThH KOJ,
NpuUcChLIaeMblii 1o SMS;

4. BeiOepu CIOXHBIH Mapoib. s Kakaoro MOYTOBOIO SIIMKA JODKEH OBITH CBOW HAJICKHBIH,
YCTOMYUBBIN K B3JIOMY MapoJb;

5. Ecnu ectb BO3MOKHOCTh HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. HMcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBBIM MJI1 4acTHOM MEPEeNuCcKu C aapecaTaMu,
KOTOPBIM THI JOBEpSCIIb. DTO AJIEKTPOHHBIN a/ipec He HAJI0 UCIOIb30BaTh IPU PETUCTpaIK Ha GopyMax U
caurax;

7. He oTkpbIBaii (hailnbl 1 Ipyrue BIOKEHUS B MHCbMax, Jake €CIM OHHU MPHUILIH OT TBOMX JAPY3eH.
Jlydie yToyHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (Qailiibl;



8. Ilocie okoHuaHUs PabOTHI HA TIOYTOBOM CEPBHUCE TEPEN 3aKPHITHEM BKJIAJIKH C CAUTOM HE 3a0y/b
Ha)xaTb Ha "Briitn".

Ku0epOyiMHT MM BUPTYAJIbHOE H3/1€BaTeIbCTBO

KuGepOynmnuHr - mpeciieoBaHHE COOOIIEHUSMH, COJEPXKAIlUMH  OCKOPOJIGHUS, arpeccuio,
3aIyrMBaHNe; XyJIUTaHCTBO; COUATBFHOE OOHKOTUPOBAHHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 6oii. Jlyummuii crmoco6: mMOCOBETOBAThCS KaK ceOsl BECTU U, €CJIM HET TOTO, K KOMY
MOXKHO 06paTI/ITbC$I, TO BHaA4aJIC YCIIOKOUTLHCA. Ecimu THI HauHemb oOTBeYaThb OCKOPGHGHHHMI/I Ha
OCKOPOJICHUS, TO TOJIBKO €I11e OOJIbIIe Pa30XOKeb KOH(IHUKT;

2. Yrpasnsaii cBoel Kubeppenyraimei;

3. AHOHUMHOCTb B ceTu MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHUTH, KTO CTOMT 33 aHOHHMHBIM
aKKayHTOM;

4. He crtoWT BeCTH XYJIMTaHCKUW 00pa3 BUPTyaJdbHOH >Xu3HU. VHTEepHET (UKCHUpYeT BCE TBOH
JEWCTBUS M COXPAHSET UX. Y AATUTh UX OyAET KpaiiHe 3aTpyIHUTEIbHO;

5. ColOmtofiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. WrHopupyii enuHuuHbI HeraTuB. OIHOpPA30BbIEé OCKOPOHMTEIbHBIE COOOLICHHS — JTydIle
UrHopupoBaTh. OOBIYHO arpeccHst MPeKpallaeTcs Ha HauyaJlbHOM cTaany;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIICHUSMHU, B COIMATBHBIX CETSIX €CTh
BO3MO>XHOCTh OJIOKUPOBKH OTIHPAaBKH COOOIIEHHI € ONpeieIeHHBIX a/IpECOB;

8. Ecmm 1Bl cBugerens kubepOyummHra. TBoW AEHCTBHS: BBICTYNIUTh HPOTHB IIpECiieAOBaTEs,
IIOKa3aTb €My, 4YTO €ro JCHCTBHS OLEHUBAIOTCS HETATUBHO, IOAJEPKATh JKEPTBY, KOTOPOW HYXKHa
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBEICHHS B CETH.

MoOuabHbIi Tes1eoH

CoBpeMeHnHbIe cMapT(OHBI U IUTAHIIETHI COJIEpXKaT B ceOe BIOJIHE B3pOCIBI (YHKIMOHAN, U TEIEph
OHHM MOTYT KOHKYpHPOBATh CO CTAIlMOHAPHBIMH KOoMITbtoTepamMu. OTHAKO, CPEACTB 3aIIUTHI I TOJ0OHBIX
yCTpOﬁCTB IIOKa OYCHb MaJo. TGCTI/IpOBaHI/Ie 1 IOUCK y&ISBHMOCTGfI B HUX HpOI/ICXOI[I/IT HE TaK HHTCHCHUBHO,
kak jutst [1K, To ske camoe KacaeTcs 1 MOOWIIBbHBIX TIPHIIOKEHHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl yXe NpPaKTUYeCKH IOTHAJIM HACTOJIbHBIE aHAJOTH, OJHAKO
pacmmpenne GyHKIIMOHaIA BJIEUET 32 COO0M OOJIBIITYIO CII0KHOCTh M MEHBIITYIO 3alIUIIIEHHOCTb.

I[a.HGKO HC BCC MNPOU3ZBOAUTCIIN BBIITYCKAIOT OGHOBHGHI/IH, 3aKPBbIBAIOIIUC KPUTUUCCKHUEC YA3BUMOCTU
JUUIS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€3011aCHOCTH MOOMIIBHOTO Tele(oHa:

Huuero He siBIsieTcs Mo-HACTOAIIEMY OCCIUTATHBIM. Byabh OCTOpPOKEH, BeAb Korja Tede IMpeiaraioT
OecrIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCITYTH;

Hymaii, mpexxne dem otnpaButh SMS, ¢oTto wim Buaeo. Tl TOYHO 3HaeUIb, Ii€ OHM OYyIyT B
KOHEYHOM uTore?

Heo6xoamumMo 0OHOBIATE ONMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;



Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbI 1J11 MOOUITBHBIX Telle()OHOB;

He 3arpykaii mpuioskeHHsI OT HEM3BECTHOTO MCTOYHHUKA, BEAb OHU MOTYT COJCPXkATh BPEIOHOCHOEC
porpaMMHOE 0OecTieueHue;

[Tocne Toro kak THl BBIWICHIb C caiiTa, I7ie BBOAWI JHMYHYIO HH()OPMALHMIO, 3ail1 B HACTPOWUKH
Opay3sepa u ynanu cookies;

[leproauuecku npoBepsi, Kakue MIaTHbIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEPE;
JaBaii cBoif HOMep MOOUJIBLHOTO TeleOHA TOJIBKO JIFOIIM, KOTOPBIX Thl 3HACIIb U KOMY JOBEpSECIIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOT/Ia Thl UM HE Moib3yelibes. He 3a0biBail MHOTJa POBEPSTH
3TO.

Online urpsol

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAaCOUHbIE, 3aXBaThHIBAIOLINE Pa3BICUCHMsI, 0ObEAUHAIONINE COTHH
TBICAY 4YeNIOBEK IO BceMy MHpy. Wrpoku uccinenyioT DaHHBIM UM MHUp, OOINAIOTCS OPYr C JPYroM,
BBITNIOJHAIOT 3aaHus, CPAXKAIOTCA C MOHCTpPAaMM M IIOJIYYarOT ONBIT. 3a YJOBOJBCTBHUE OHH ILIATAT:
MOKYNAIOT JTUCK, OIUIAYMBAIOT AOOHEMEHT MJIH MPHOOPETAIOT KaKHEe-TO OIIUH.

Bce st cpenctBa umayT Ha mMoAJep)KaHHME U Pa3BUTHE WUIPHI, a TaKKe Ha camy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPH3AIlMH, BBITYCKAIOTCS HOBBIC MNaT4u (UU(POBBIC 3arIaTKUA IS
MPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1o100HBIX HTpax CTOUT OMacaThCs HE CTOIBKO CBOMX COMEPHHUKOB, CKOJILKO KPaXKU TBOETO Mapods,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AIMK OOJIIIMHCTBA UTD.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Benet ceOs MI0X0 WM cOo3/1aeT Te0e HEMPUITHOCTH, 3a0JIOKHPYH €ro B CITHCKE
UTPOKOB;

2. Tloxanyiicst aiIMUHUCTPATOPaM UTPbI Ha TUI0X0E MOBEACHHUE 3TOTO UTPOKa, JKEIAaTeIbHO MPUIOKHUTD
KaKHe-TO JI0KAa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3wiBaii mnunyro nHpopmaruio B mpodaiisie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(hUIHaIbHBIC TTATYH ¥ MO/IBI;

6. Ucrionb3yil CoXHBIE U pa3HbIE MAPOJIH;

7. Jlaxke BO BpeMs UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [IoKa ThI Urpaemb, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIUHT WIH Kpaika JUYHbIX JaHHbIX

OObIuHOI Kpakel JAeHer U JOKYMEHTOB CETOAHS YK€ HUKOTO HE yIUBHILb, HO C pa3BUTHEM UHTEPHET-
TEXHOJIOTHH 3JIOYMBIIUICHHUKH TEPEMECTHINCh B WHTEPHET, W MPOJOHKAIOT 3aHUMATHCS "MHOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUINMHT, TJaBHAs Ieb KOTOPOTO
COCTOWT B MOJTYYCHUH KOHPUICHIIMATHHBIX JaHHBIX MOJIb30BaTENICH - JIOTHHOB | Taposiei. Ha anrimiickom
s3bIke phishing unraercs kak ¢urmmHT (0T fishing - peiOHast 0B, password - Tapos).



OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM:

1. Cnequ 3a cBomM akkayHTOM. Ecim ThI mojo3peBaeiib, YTO TBOS aHKeTa ObLIa B3JIOMaHAa, TO
HE00X0MMO 3a0JIOKHPOBATh €€ U COOOIIUThH aAMUHUCTpATOpPaM pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. Ucnone3yit 6e30macHbie BeO-CAThHI, B TOM YUCJIE, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

3. Wcnone3yd CcIOXHBIE | pa3Hble Tapoiaud. Takum oOpa3oM, eciu TeOs B3JIOMAlOT, TO
3JIOYMBIIIJICHHUKH TIOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B31oMalii, TO HE0OOXOIUMO MPEAYNPEUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBJIEHBI Y
T€0s1 B JAPY3bSAX, O TOM, YTO TeOs B3JIOMAaIU W, BO3MOXHO, OT TBOEr0 MMEHHU OyJeT pacchUIaThCs CIam U
CCBUIKM Ha (DUIIIMHTOBBIE CAUTBHI;

5. Ycranosu HaznexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE Maposis B Opaysepe;

7. He oTkpbiBaii (hailnbl 1 Ipyrue BIOXKEHUS B MHCbMax, Jake €CIM OHH MPHUILIH OT TBOMX JAPY3eH.
Jlydiie yTouHM y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailibl.

udpoBas penyranus

[MudpoBass pemyrarusi - 5TO HEraTHMBHAs WM TO3UTHBHAs uWHGoOpMaus B ceTu O Tebe.
Kommpomerupyromias nHpopMaus, pa3MenieHHas B MHTEPHETE, MOXKET CePhe3HBIM 00pa3oM OTPa3UThCS Ha
TBoel peanbHON xku3HH. "lludpoBas pemyranms" - 3TO TBOH HMHIDK, KOTOpPBIA (opMupyercs wu3
uHpopmanuu o Tebe B MHTEPHETE.

TBOe MeCTO JKUTENbCTBA, Y4eObl, TBOE ()MHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa U paccKasbl
0 6JII/13KI/IX - BCC€ 3TO HAKaIlJIMBAacTCs B CECTH.

MHorue moApoCTKH JIETKOMBICJIEHHO OTHOCATCS K MyOiuKanuu Ju4Hoil mHpopmauuu B MHTEpHETE,
HE TOHUMas BO3MOXKHBIX TOcieAcTBUUA. Thl nake HE CMOXKEHIb IOTaJarhCsi O TOM, 4TO (oTorpadus,
pa3MelieHHas 5 JieT Ha3al, cTana MPUYMHOM OTKa3a MPUHATH Te0s Ha padoTy.

Kommenrtapuu, pa3menienue TBoux ¢gororpaduii u aApyrue IeiCTBUS MOTYT HE UCUE3HYTh Jake Mocie
TOT0, KaK Thl HX YAaJIHIIb. ThI HE 3HACHIb, KTO COXPAaHMII 3Ty WHPOPMAIIHIO, TIONaJIa I OHA B TIOMCKOBBIC
CHCTEMBI U COXPAaHWJIACh JIM OHA, a TIaBHOE: UTO MOAYMAIOT O Te0e OKpYIKAIOIINE 01, KOTOpble HAlAYT U
yBUIAT 5T0. HaliTn nH(OpMaInio MHOTO JIET CIyCTsI CMOKET JIF000H - KaK U3 T0OPHIX MOOYKICHHM, TaK U ¢
HaMepEHHEM NPUYMHUTH BpeA. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3alTUTe ITU(POBOM peIrTyTaIuu:
1. Ilogymaii, mpexie 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O6J0re Uik B COLMAIBHOM CeTH;

2. B mHacrpoiikax mnpodwis YCTaHOBM OTrpaHMYCHHUS Ha TPOCMOTP TBOETO NpoPmwiIss U ero
COJIEP’KUMOT0, CAENIAN €ro TOJIBKO "UIsl Ipy3en';

3. He pa3Memaii 1 He yKa3piBail HHPOPMAIIHIO, KOTOPas MOXKET KOTO-JIMO00 OCKOPOIATH MK OOMXKAaTh.
ABTOpCKOE PaBo
CoBpeMeHHbIE IIKOJIbHUKU - aKTUBHBIE MOJIb30BaTeNN HU(poBOro mpocrpancrsa. OaHAKO Jaleko He

BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXHOCTSIMU LU(POBOro Mupa Tpedyer coOnrofeHus IpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.



Tepmun "wHTEIEKTyalbHass COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSIM YEJIOBEYECKOTO
yMa, HauMHasi ¢ HOBBIX M300PETEHUH M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U
3aKaH4MBasi KHUTaMu, ¢pororpadusiMu, KHHOPHIbMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMH.

ABTOpCKME TIpaBa - 3TO IpaBa Ha HMHTEJUICKTYaJlbHYI0 COOCTBEHHOCTb Ha IPOW3BEICHUS HAYKH,
JUTEpaTyppl W HMCKYyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAadeCTBE TapaHTHH TOTO, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPyl aBTOpa HE Oy/IeT HAlPacHbIM, JaCT €My CIPaBeJIUBbIE BO3MOKHOCTH
3apa0oTaTh Ha pe3yibTaTax CBOETO TPy[Ja, MOIYYUTh W3BECTHOCTh M Ipu3HaHue. Hukro 6e3 paspemieHus
aBTOpa HE MOXET BOCIPOU3BOJHUTH €ro IPOM3BENEHHE, PACIPOCTPAHATh, MYyOIUYHO AEMOHCTPHPOBATH,
IIPO/IaBaTh, UMIIOPTHPOBATH, ITyCKaTh B IPOKAT, MyOJIMYHO UCIOIHATh, [I0KA3bIBATh/UCIIOIHATH B 3(Upe WU
pasmeruars B lHTepHere.

Hcnonb3oBanne "MUpaTcKoOro’ mporpaMMHOTO 00ECTICUeHHsI MOXKET MPUBECTH K MHOTUM PHUCKaM: OT
MOTEepU JITAaHHBIX K TBOUM aKKayHTaM JI0 OJOKHPOBKH TBOETO yCTPOWCTBA, IIie YCTAHOBJICHA HEJETalbHAS
nporpamMMa. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTallbHbIE U O€CIIaTHBIE MPOTrPaMMBbl, KOTOPbHIE
MOYKHO HAaWTH B CETH.

O noprane
CeteBHUOK.p( - TBOH IIaBHBIM COBETYMK B CETH. 37IeCh Thl MOKEIIb y3HaTh O 0€30MaCHOCTU B CETH

HNOHATHBIM U JOCTYIHBIM A3BIKOM, a TP BO3HUKHOBEHUM KPUTUYECKON CUTYyal[MK OOPATUTHCS 32 COBETOM.
A TaxKe IPUHATH Y4acTHE B KOHKYpPCax M CTaTh CaMbIM IIU(PPOBBIM IpaxT1aHUHOM !



